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Overview
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Testing

. ’60 Classes

7

v
Sour ce Code Quality

Softwar e Risk

Project Risk
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Testing Approaches

Software Assurance
Technology Center

Requirements paE EEEEEEEEEEN
» Design . .

» Code —|_E_> ¥

- Testing .

Two Common Testing Methods &

Black Box White Box
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Risk - Based Testing
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What Does Risk-Based Testing Do For Me?

It focuses on analyzing softwar e and deriving

atest plan weighted on the areas most likely j\

to experience a problem that would havethe

highest impact.
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* Project Risk ischaracterized by two features.
1) The probability of a potential failure event
2) The severity of itsoccurrence

* Risk isquantified by using the following equation:
Risk=8 p(E)* c(E)

E, is the i-th possible failure event
p is the probability the event will occur

c is cost of an event if it does occur
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Risk-Based Testing

i I
P

Cost/Severity factor c (E):

* Depends on the nature of the application

« Deter mined by domain analysis

Requiresexpert system knowledge
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Risk-Based Testing
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Softwar e Risk

1. Let c(E) represent the cost of afallurein a
particular component of the software

2. Use source code analysisto rank likelihood of
failure, p (E)):
— Code that is more complex has a higher incidence of errors

— Example: Cyclomatic Complexity is a measure for ranking
the complexity of source code.
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Object Complexity

« Cyclomatic complexity measures standalone risk

— Can result in deceptively low values

* ODbject classesare not isolated!

| nheritance

M essage passing
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| dentification of High Risk Classes

Several metricsareavailable for comparing OO classes:

1. Number of Methods (NOM)
A smple count of methodsin a class
72 . definition
e 2 Weghted Methods per Class (WMC)

The sum of the cyclomatic complexities of
the methodsin a class

3. Coupling Between Objects (CBO)

A count of other classes“bundled” with a
class (other than through inheritance)
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| dentification of High Risk Classes

4. Response for a Class (RFC)

Count of all methodsthat an object of the
class could invoke. A “worst case’ metric.

T Lo

® 5. DepthinTree(DIT)

How many levelsisthe class down from
thetop? Measures“hidden” complexity.

6. Number of Children (NOC)

Child classestake advantage of reuse, but
all will suffer if parent classesaretoo
complex.
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Number of Methods per Class
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Number of Methods
8,000

2,000

1,000

7,000 - Number-of-Methods<=20
000 E (RecomEnended)
é 5,000 E E
“Lé 4,000 E E
é - = Number of Methods <= 40
3 3% : (Acceptable)

u
0-5 6-15 16-25 26-35 36-45 46-55 56-65 66-75 >75
NOM

NOM measures both size and complexity of a class. It may be necessary to
trade off some efficiency to preserve maintainability.
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Weighted M ethods per Class
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Weighted Methods Per Class
‘\ 16,000
—~—

14,000

12,000 +

10,000 +

Welghted Methods per Class <= 100

8,000 +

6,000 +

Number of Classes

4,000 +

2,000 +

|

125 126-175 176-225 ~ 226-275  276-325 326-375 > 375
WMC

0-25 26-75 7

II?I

WM C isdefined here asthe sum of the cyclomatic complexities
of the methods implemented in one class.
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Response for Class
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Response for Class

18,000

16,000

14,000 +

12,000 +

Response for.Class <~.100

10,000 +

8,000 +

6,000 +

Number of Classes

4,000 +

2,000 +

0-50 51-150 151-250 251-350 351-450

RFC

|f RFC ishigh, the codes complexity isincreased and its
under standability is decr eased.
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Response for Class, by NOM
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C++ classes Java classes
18000 1200
16000
1000
14000
RFC <=5 RFC <=10
10000
600
8000 22.8%
6000 400
4000
3.4% 7200 T R e
2000
0 T 1 0 T 1
<5X >5X <5X >5X

Experiencetellsusthat thisderived metric does a good job of finding
classesthat require extratesting. Java codetendsto have higher RFC

values.
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Coupling Between Objects
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Coupling between Objects

18,000

|

16,000 A

14,000 +

12,000 +

Coupling Between Class<=5

10,000 +

8,000 T

Number of Classes

6,000 T

4,000 +

2,000 T

]

6-10 11-15 16-20 21-25 26-30 31-35 36-40 >40
CBO

Q@
&

Coupling isa measure of inter-class complexity, a design issue. Thelarger
the CBO, the mor e sensitivity to changes, maintenance is mor e difficult.
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Depth in Tree Number of Child Classes

45.009 70%

60%-

50%-

40%-

30%-

% of Classes

20%

4 5 0 1 2 3 4 5 6-10 11-20 20+

Depth in Tree No. of Children

Deeply nested inheritance may hide complexity. The
greater the NOC, the morelikely the child classes will
have improper abstraction.
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So Many Metrics. . .

Class # Methods CBO RFC RFC/NOM WMC DIT NOC

Class 1

=

Class 2 7

Class 3

Class 7 ‘

Class 8 ‘

Class 10 ‘

Class 11 ‘

Class 12
Class 14
Class 18

R (W NN NN N D

SATC 2/99

A single metric
should never be
used alone, look for
classes that have
mor e than one high
value.
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Define High Risk"

“04-"00%

%
| dentify components of High Risk

G
g Rank High Risk components

\

SOFTWAR

Plan Extra Testing in High Risk areas
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Future Work
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e Refinethreshold values by programming
language, program size, application domain.

e Usemultivariatetechniquesto find oneor two
OO complexity metricsthat quantify classrisk

» Post-hoc validation of risk-based testing
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